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academic fields: Computer Science and Statistics.
Privacy Preserving Data Mining (PPD) - Computer science
research focused on rigorous theoretical definitions and
algorithmic aspects of data privacy, but ignored applicability.
Previously, cryptography.
Statistical Disclosure Limitation (SDL) - Statisticians focused
on applicability, but used ad-hoc methods and lacked formal
guarantees of privacy. For example, adding random noise to
sensitive variables.
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prevalence of some disease is 5.8%.
Remove one person from the study or find him to have a
unique combo of zip-gender-DOB: Disease prevalence →
5.7%.
We know with 100% certainty that this person has a disease
1
th of the dataset.
even though he is only 1000
The sensitive variable can also be income, anything from
medical records, personnel records, govt or corp data.
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Governmental laws and regulations such as the Privacy Act of
1974 require organizations to invest in privacy.
The Department of Defense once tried to restrict data mining
with the Data Mining Moratorium Act of 2003.
The Healthcare Insurance Portability and Accountability Act
has provisions in it for individual privacy.
Past, serious breaches in privacy through data mining.
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Introduction: We Use a Linear Mixed Model
A model-based approach formalizes Statistical Disclosure
Limitation.
The linear mixed-effects model is the statistical workhorse of
small area estimation, which is an important part of many
statistical agencies’ publication program.
We are interested in an estimate of the extent to which a
particular entity (detailed geographical unit or industry) differs
from the average.
That deviation is modeled as the realization of a random
process, and is estimated conditional on the actual values of a
few entities with the particular level of the detailed factor
under study.
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Data Sources: QWI Data is Hierarchical/Mixed, Temporal,
Bounded, and Categorical
We use the Census Bureau’s Quarterly Workforce Indicators
(QWI) as our application of linear mixed model estimation to
small area and industrial detail data protection.
The QWI data contain employment counts, accessions,
separations, and explanatory variables of interest, namely,
industry (20 levels), state (48 levels), county (3,113 unique
levels within state), and quarter (80 levels, 1990:Q2 to
2010:Q1).
The dependent variable of interest is job creation rate (JCR).
We model rates instead of levels because the differentially
private MLE requires a bounded parameter space, and these
rates are naturally bounded (JCR ∈ (0, 2)).
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E [y |X , Z ] = X β, y ∼ N(X β, ZGZ T + R)
and given random effects due to state and county:
E [y |X , Z , u] = X β + Zu, (y |u) ∼ N(X β + Zu, σξ2 IN )

(1)
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Model Specification: 1000s of Estimates, 2.4 Million N
We calculate initial global estimates (β̂ global ,û global ,σ̂ global ) using
REML as a benchmark for the differentially private methods in this
paper that use sub-sampling and Laplace noise.
Estimate
β̂1 ,...,β̂20
β̂21
û1 ,...,û48
û49 ,...,û49+3112

Dimension
20
1
48
3113

σ̂ξ2
σ̂s2
σ̂c2

1
1
1

Description
Industry (n) MLEs
Quarter (t) MLE
State (s) EBLUPs
County
(c)
EBLUPs
Residual Variance
State (s) Variance
County (c) Variance
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Using lmer(), calculate k sets of estimates from the previous
table using the data of each block only.
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β̂ = (X T V −1 X )−1 X T V −1 y and BLUP = GZ T V −1 (y − X β̂),
where V = ZGZ T + R.
Our estimate of u is EBLUP(u) = û = Ĝ Z T V̂ −1 (y − X β̂).
EBLUPs are more biased as we increase the number of
subsamples k. Additionally, the estimated variance
components become larger as k increased. We regress biased
estimates on biases of variances to correct bias.
As  ranges from 0.1 (very private) to 4.6 (less private), the
optimal k ∗ ranges from about 22,470 to 4,858. A value of
k ∗ > 9, 000 is not feasible within the REML computation
because the low sample size (nk = 151) does not permit any
estimation at all.
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Differentially Private Estimation Via Sub-Sampling
Averaging Sub-Samples

Natural Bounds of Parameters Limit Noise Required for
Released Estimates
Estimate
β̂1 ,...,β̂20
β̂21
û1 ,...,û48
û49 ,...,û3161
σ̂ξ2
σ̂s2
σ̂c2

JCR Max Range
<2.49
0.003
1.67
2.04
0.20
0.26
0.19

JCR Λ
2
.01
2
2
0.25
0.25
0.25

Table : Max Empirical Ranges
Λ
Released Estimate = Confidential Estimate+Laplace( k
)
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disclosure risk and data utility that correspond to various
strategies for data release.”
Low disclosure risk has good differential privacy, which says
that “any possible outcome of an analysis should be “almost”
equally likely, independent of whether any individuals opts into
or opts out of the data set” [4].
Lower values of  correspond to lower levels of risk and higher
levels of privacy.
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For all values of , calculate the predicted rates:
JCR DP = ŷ DP = X β̂ DP.51 + Z û DP.49

For k = 1 or all of the data, calculate the predicted rates:
JCR global = ŷ global = X β̂ global + Z û global

Calculate the correlations between y and ŷ global , ŷ DP .
Finally, plot the correlations as a function of .
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Conclusions
The estimator is feasible in realistic problems when the
random effects are limited to one high-dimensional factor,
county in our case, but the non-private MLE doesn’t fit well.
For the protection levels that are feasible, the difference
between the differentially private estimator and the MLE
increases as the protection increases, as shown in our R-U
plots.
Our problem was chosen to give the differentially private
estimator a reasonable chance of success. In particular, the
dependent variable was bounded, which is not usually the case
in detailed tabulations of continuous data.
The estimator is not likely to work well for cases where there
are several factors with many levels, as would be the case in
our example if we used both county and detailed industry
effects.
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